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Abstract of the contribution:

Solution 10.2 proposes to public-key encrypt confidential data, e.g. keys, in authentication vectors sent from the home network to the serving network in order to prevent eavesdropping in transmission and impersonation of the requesting serving network. An Editor's Note states that this solution does not address scenarios where a serving network requests a key for a UE that is not present in the serving network. This is true, but it is an issue orthogonal to the present solution. This issue is addressed by a new key issue and two solutions in the companion contributions S3-161875, 1877, 1881.
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5.10.4.2.3
Evaluation 

This solution addresses the following threats in key issue 10.2:

Key theft by passively eavesdropping on the communication between an HSS sending authentication vectors (AVs) to a genuine serving node: this is no longer possible as the key is encrypted. 

Key theft by impersonating a genuine serving node towards the HSS: this is no longer possible as the use of public key encryption implies implicit authentication of the receiver, i.e. only the receiving serving network that holds the corresponding private key can decrypt the received key. 

Key theft by impersonating a genuine serving node towards another serving node: this is no longer possible for the same reason as in the preceding point. 

An advantage over NDS/IP is that the present solution does not require direct IP connectivity. 

Comparison to shared-key based methods: 

Instead of using public-key encryption of transmitted keys, it would, of course be also possible to encrypt the transmitted keys with a key shared between sending and receiving core network entity. However, as the relationship among serving networks and home networks is a many-to-many relationship, the use of public key methods seems advantageous. First, the use of shared keys would require n(n-1)/2 agreements among n operators, while the number of public keys only grows linearly. Secondly, the distribution of public keys seems easier from a security point of view as they could be retrieved from a central repository in an integrity-protected way. 
NOTE: Addressing scenarios where a serving network requests a key for a UE that is not present in the serving network is an issue orthogonal to the present solution. Such scenarios are addressed by authentication methods with authentication confirmation such as EAP methods or EPS AKA* (cf. solutions 2.x 
and 2.y
).
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�cf contribution " Linking location update with authentication confirmation "


�cf contribution " EPS AKA enhanced with UE authentication confirmation "





